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Intelligent Detection Algorithm of Security Risk Management and Control for Power System
On-site Operation

HE Min!, QIN Liang!, ZHAO Feng?, YU Jinyun!, LIU Haofeng!, WANG Qiulin®, XU Xinghua?*, LIU Kaipei'
(1. School of Electrical and Automation, Wuhan University, Wuhan 430072, China; 2. State Grid Information & Telecommunication
Group Co., Ltd., Beijing 102211, China; 3. Fujian Yirong Information Technology Co., Ltd., Fuzhou 35300, China; 4. National Key
Laboratory of Science & Technology on Vessel Integrated Power System, Naval University of Engineering, Wuhan 430034, China)

Abstract: Aiming at the problem of complex scenes, diverse targets and difficulties in intelligent safety monitoring due to
partial occlusion of safety control under power site operations, we propose an improved algorithm based on
YOLOV7-Tiny. Firstly, the YOLOv7-Tiny detection network is built, and the attention mechanism of channel reorganiza-
tion is fused in this algorithm framework to effectively improve the interaction ability between channels and to enhance
the saliency of target regions in complex scenes. Secondly, in the feature fusion stage, Res-PANet, a multi-scale feature
fusion structure based on residual hopping, is constructed to effectively fuse multi-scale targets and to improve the mul-
ti-target detection capability in the scene. At the same time, the Swin-Transformer module is combined in the output
detection head of the model to enhance the perceptual field of the model, to achieve enhanced global perception of the
feature map by the model, and to improve the detection ability of the model in the case of partial occlusion. Then, an im-
proved Mosaic data enhancement is adopted during training to enhance the number of small target distributions, to
achieve the purpose of enriching the target scenes, and to improve the generalization ability of the model. Finally, the
wearing of safety helmets and safety clothing of electric personnel, electric fences and electric warning signs are taken as
the monitoring objects of safety operations for the verification of the improvement algorithm, and the heat map analysis
based on Score-CAM is also adopted to further verify the effectiveness of the model improvement. The experimental re-

sults show that the average detection accuracy of the fusion-improved model can reach 90.1%, the image detection speed
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is 46 frame/s, and the test inference delay is 75 ms on the embedded hardware Jetson NX, which can effectively meet the

requirements of power safety field detection accuracy and detection speed.

Key words: power security; intelligent monitoring; YOLOv7-Tiny model; Shuffle-Attention mechanism; object occlusion
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Table 6 Test set image detection results
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