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A Privacy—preserving authentication scheme for VANETSs based on

dual blockchain architecture
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(School of Public Security Information Technology and Intelligence, Criminal Investigation Police University of China, Shenyang
110854, China)
Abstract: To address issues like high authentication costs and risks of privacy leakage in VANETS, this paper
proposes a dual-blockchain privacy-preserving authentication scheme that integrates consortium and private
blockchains. The scheme also incorporates short signature and somewhat homomorphic encryption techniques to
balance security, efficiency, and privacy protection. Security analysis demonstrates that the proposed scheme
offers strong privacy preservation and resilience against various attacks. Simulation results further confirm that
the scheme imposes low computational and communication overhead, and outperforms existing solutions in
terms of authentication delay, packet loss rate, and system throughput.
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Fig.1 A typical structure of VAENTSs
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Fig.2 The proposed consortium blockchains combined with private blockchains structure of VANETSs
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