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Security Protection Architecture and Verification of SM9 Commercial
Password in CORS System

LYU Pengjun', YE Yuanbin', LIU Wenjian', ZHANG Xianzhi'
(1. Guangdong Province Surveying and Mapping Institute Lands and Resource Department, Guangzhou 510663, China)

Abstract: As critical infrastructure for high-precision GNSS services, CORS systems face security challenges including poor scalability of traditional
encryption technologies and complex key management. We proposed an hierarchical security protection architecture based on China’s SM9
commercial password, and established an “Edge-Network-Cloud” collaborative protection system. We designed a certificate-free authentication
protocol, leveraging SM9 for direct terminal identity verification, reducing authentication overhead by 40% compared to traditional PKI systems,
established a two-tier dynamic key management system, supporting millisecond-level key update and disaster recovery, and put forward a
collaborative signature mechanism optimized by Montgomery algorithm, achieving 35% computational efficiency improvement through
multi-threaded parallel processing. Field tests on GDCORS system demonstrate that this solution can support concurrent authentication for 50 000
users with only 1.9% CPU and 1.8% memory resource consumption while maintaining centimeter-level positioning accuracy, and the service
availability reaches 99.5%. This study provides the first empirical evidence for engineering application of domestic password algorithms in
high-precision spatio-temporal information services.
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