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Data Encryption Algorithm for Territory Survey Data Based on the Chaotic System
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Abstract: Territory survey data holds significant value, and ensuring its security is crucial. However, the existing geographical information data

security techniques are often general-purpose and do not fully account for the unique characteristics of territory survey data, leading to inadequate

security protection and low efficiency when directly applied. To address this problem, we delved into the encryption implementation technology

for territory survey data and proposed a new encryption algorithm. For the attribute features of territory survey data, we designed a variable-key

encryption algorithm with field-level granularity, effectively preventing the leakage of statistical data features. For the spatial features, we

designed a region scrambling encryption algorithm based on chaotic system, which could be well integrated with the access control model under

the premise of ensuring geospatial stability, to achieve effective encryption of territory survey data. Experimental analysis shows that the

proposed encryption algorithm offers good security and efficiency, and is particularly suitable for mobile application environment.
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