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Abstract: Based on the geographical information data security technology, we studied the precautionary method of access control of territorial

survey data. We proposed an access control model for territorial survey data, called LSD-RBAC. This model redefines the RBAC model in

space, and expandes the subject and object in space and time. Combined with the mobile application scenarios of territorial survey data, the

model pays attention to the movement characteristics of subject, and expands the constraints of spatio-temporal range, element layer and

attribute characteristics, and supports fine-grained access control. Based on the access control process of LSD-RBAC model and territorial survey

data, we designed and implemented an access control system in mobile environment. Experimental result shows that the LSD-RBAC model

can complete the access control under the multi-condition constraint of territorial survey data.
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