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Defense Strategies Against Uncertain Malicious Attacks on Power Systems Considering Wind
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Abstract: In a power system with fluctuating wind power, the uncertainty of wind power output and malicious attacks
pose a great threat to the safe and stable operation of the power system. In order to enhance the power system’s ability to
resist wind power fluctuations and uncertain malicious attacks, a defense-attack-dispatch model is proposed that considers
wind power output uncertainty and is oriented to uncertain malicious attacks. Firstly, a polyhedral uncertainty set is
formed with considering the wind power generation uncertainty. Secondly, the uncertainty malicious attack is taken into
account, and it is proposed to construct a power system defense model with uncertainty malicious attack as the core in the
defense-attack-dispatch framework. Finally, the proposed model is simulated and verified on the IEEE RTS-79 and IEEE
RTS-96 test systems, and the C&CG (column-and-constraint generation) algorithm is used to solve this model. The simu-
lation results fully verify the effectiveness of the proposed model and solution method and reveal that the defense
technology that considers wind power fluctuations and uncertain malicious attacks can reduce the total operating cost of
the power system, and can help defenders adjust the risk of power system operation.

Key words: uncertain malicious attacks; wind power fluctuation; power system; polyhedral uncertainty set; power system
defense; C&CG
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Table 2 Simulation results based on malicious attack uncer-

tainty(V1=3; I'=3)
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Table 3 Simulation results under different line hardening

resources
" [y 480 55 s HAa=3 Hx=4 Ha=5
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6 1923283336  11,12,13 458,10 5,10,11,12,13
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Fig.2 Power system cost under different line hardening

resources
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Table 4 Simulation results under different probability of at-

tack scenarios

HEME P Ha=3 Ha=5  BIHRACTHhT)
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(09,0.1) 1,928 293637 11,29,36,37 56 427.77
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Table 5 Simulation results for malicious attack uncertainty

in IEEE RTS-96 system (V1=4; " =3)
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Table A1 Total expected costs of power system operation under different uncertainty parameter /-
r BL=4 BL=5 BL=6 BL=7 BL=8
0 63 932.58 58 086.45 48 984.01 46 259.09 39 051.30
1 64 286.88 59 328.33 49 338.31 46 969.10 40 909.97
2 64 606.50 60 696.39 49 657.93 47 288.72 42761.58
3 64 888.95 61 785.11 49 940.38 47 740.84 44 238.60
4 65 159.02 62 058.89 50210.44 48 014.62 44 858.29
5 65 404.31 62 311.61 50455.73 48 267.34 45129.60
CHR[28] 65614.91 62 522.21 50 666.34 48 477.94 45 340.20
RA2 T HEIBEANFE WX L R(r=3)
Table A2 Comparison results based on malicious attack uncertainty( /" =3)
S iR HL) RGBT IAS/(JT-h ) ST A
) B.=3 Ba=2 Ba=4 /GEh)
. 42 297.92 58916.44 48 483.49
SCHRI28] 2,9,28
48 483.49=3x400+42 297.92%0.7+58 190.49%0.3
. 0 58 916.44 60 116.44
SCHRTTTT+[28] 1,9,28
60 116.44=3x400+58 190.49x1
. 41571.97 58 190.49 47757.52
V'S 1,9, 28
47 757.52=3x400+41 571.97%0.7+58 190.49%0.3
R A3 AFEBEEI SRR T B g R
Table A3 Comparison results under different attack scenario probabilities
Wi S =0 =1 =2 =3 =4 =5 SCHR[28]
(0.1,0.9) 56 728.91 57 083.23 57 402.85 57 685.30 57 955.36 58 200.66 58 411.25
(0.2,0.8) 55482.10 55 836.40 56 156.03 56 438.47 56 708.54 56 953.83 57 164.43
(0.3,0.7) 5423528 54 589.58 54 909.20 55 191.65 55461.72 55707.01 55917.61
(0.4,0.6) 52 988.45 53 342.76 53 662.38 5394483 54 214.90 54 460.18 54 670.78
(0.5,0.5) 51741.63 52 095.93 52 415.55 52 698.01 529 68.07 53213.36 53 423.96
(0.6,0.4) 50 494.80 50 849.11 51168.73 51451.18 51721.25 51966.53 52177.14
(0.7,0.3) 49 247.98 49 602.29 49 921.90 50204.36 50 474.42 50719.71 50930.31
(0.8,0.2) 48 001.16 48 355.46 48 675.08 48 957.53 49 227.60 49 472.89 49 683.49
(0.9,0.1) 46 754.33 47 108.64 47 428.25 47710.71 47 980.77 48 226.06 48 436.66
# A4 IEEE RTS-96 Z 45 AN 3 P8 e Bl (0] Bt R
Table A4 Comparison results for malicious attack uncertainty in IEEE RTS-96 system
I3 1573 0 S s HL) RGBT IAS/(JTh ) ST A
B.=4 Ba=2 Ba=3 /CGh™)
. 140700.45 152 929.38 147 192.02
SCHR[28] 30,82,109,120
147 192.02=4x400+140 700.45x%0.6+152 929.38x0.4
. 0 152 929.38 154 529.38
SCHR[11]+[28] 32,82,109,120
154 529.38=4x400+152 929.38x1
. 137591.75 149 820.68 144 083.32
V'S 32,41,82,109

144 083.32=4x400+137 591.75x0.6+149 820.68%0.4
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Table A5 The defense strategies under different line hardening resources

B r=3 =5
4 30,82,109,120 30,82,111,120
5 30,83,102,109,120 30,83,104,109,120
6 25,30,41,83,104,109 25,30,83,104,111,120
7 25,32,61,83,104,111,1202 3,25,32,83,104,109,120
8 25,30,41,65,83,104,109 3,25,30,65,83,104,109,120
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